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Summary Report

The Pentera™ automated penetration test report summarizes 
the vulnerabilities, exploit achievements, and remediation action items 
recommended in your network based on the latest ethical hacking 
pentesting techniques.
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| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Congratulations! Pentera wasn’t able to take over your accounts and credentials

Sniffing
Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
Cracked 4 out of 25 passwords: 4 easy

Medium

Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

| BB - Tanya

Executive Summary Completed successfully

Cyber Resilience Score & Settings

Test Name: BB - Tanya

Description: BB

Type: Penetration Testing (Black Box)

Time & Duration: Jan 11 2023 11:02 - Jan 11 2023 12:15,  01:13

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 4 Ranges

Action Approval Score: 9 / 171 - 5%

User Input: 2 - IP Range(s)

Resilience Score Over Last 3 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Gained access to 16 accounts (14 of them privileged): 14 Local administrator user(s), 1 Unix/Linux
user(s) and 1 network service user(s)

Critical

Sniffing
Sniffed 1 credentials and performed 11 relay attacks

Medium

Password Strength
Cracked 14 out of 14 passwords: 14 easy

High

Lateral Movement
Performed lateral movement to 1 Windows Workstation(s), 1 Windows Server(s) and 1 Unix/Linux
host(s)

Medium

Accessible Data
Gained access to 358660 File(s), 11 Hosts (with complete access) and 1 Network service(s)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 11 out of 28 hosts (39%): 5 Windows Workstation(s), 4 Windows
Server(s) and 2 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

171 Total Action Approvals 1423 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 20

Resi l ience
Score

C+

9 Approved (6%) 162 Not Approved (94%) 612 Successful (43%) 811 No-results (57%)

BB-Stealthy

2 - IP Range(s)

Black Box Test - Stealthy Attacker - Weekly

20% – 30/152

Low
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Executive Summary Completed successfully

Cyber Resilience Score & Settings

Test Name: BB - Tanya
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Type: Penetration Testing (Black Box)

Time & Duration: Jan 11 2023 11:02 - Jan 11 2023 12:15,  01:13
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High

171 Total Action Approvals 1423 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 20

Resi l ience
Score

C+

9 Approved (6%) 162 Not Approved (94%) 612 Successful (43%) 811 No-results (57%)

Low

Cracked 5 out of 16 passwords: 4 Strong, 1 Easy

| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network
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Lateral Movement
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High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)
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External Attack Surface – Key Findings

Test Name

Surface Scan

Executive Summary

Asset Inventory

1,094

10 Domains

163 Subdomains

361 IP Addresses

5 Networks

324 ServiÎes

231 Websites

231 Websites

56

Critical

175

High

85

Medium

57

Low

324 ServiÎes

37

Critical

55

High

34

Medium

568

Low

361 IP Addresses

25

Critical

3

High

12

Medium

81

Low

Provisioning

1,2�� Total Provisioning

864 successful (66.35) 423 Not successful (33.66%

43 Total AÎtions

31 approved (71.24%) 12 not approved (28.16%)

Attractions

Vulnerabilities

Achievements

Asset Inventory

| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Congratulations! Pentera wasn’t able to take over your accounts and credentials

Sniffing
Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
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Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)
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AV/EDR Bypass
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High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

EXTERNAL ATTACK SURFACE – KEY FINDINGS
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| BB - SA 90

158 Achievements
Pentera accomplished 158 achievements in total. Every achievement represents a discrete successful action
performed by Pentera.

(Listing 34 of 34 items).

Severity Details

10
Severity

(1) Created Domain Admin user
An attacker may create a user with domain admin privileges in order to persist his existence in the network. It is
recommended to monitor activity in privileged user groups and keep track of any changes in privileged users
especially when adding a new domain admin.

9.8
Severity

(1) Exploited CVE-2019-19781 on Citrix ADC server
By exploiting this vulnerability, an unauthenticated attacker could execute arbitrary code remotely as high privileged
user via a directory traversal vulnerability.

9.4
Severity

(10) Gathered valuable information from host
An attacker might find sensitive information and credentials on the host that might help in further attacks

9.0
Severity

(1) Validated domain credentials
An attacker may abuse the domain credentials to login to hosts and gather information about the users and possibly
take-over the host and escalate his attack.

8.1
Severity

(1) Obtained user’s cleartext password
An attacker might capture user's cleartext password and use it to login into hosts or services, which may lead to
sensitive data theft or manipulation, and possibly to a complete take-over of the hosts or services.

7.9
Severity

(2) Found identical local user accounts with privileged remote code execution
capabilities on several hosts
An attacker might get a foothold in the network and grab the local passwords from the host, then try and expand his
control over the network by moving to other hosts, using the same password he extracted.

7.5
Severity

(4) Cracked user hash using GPU
An attacker might capture user password hashes during his attack, then try and crack them using various hash
cracking tools. The purpose will be to gather as many user credentials as possible to escalate his attack, take-over
hosts in the network and possibly learn the password policy of the organization.

7.2
Severity

(1) Executed code remotely on the host

7.1
Severity

(17) Found a user with privileged RCE capabilities
An attacker might use gathered credentials from breached hosts to move laterally across the network.

6.4
Severity

(1) Detected ASP.NET deserializable object
An attacker can exploit the improper usage of ASP.NET deserialization libraries and methods to inject malicious
objects and potentially achieve RCE capabilities

6.4
Severity

(2) Detected Java deserializable object
An attacker can exploit the improper usage of Java deserialization libraries and methods to inject malicious objects
and potentially achieve RCE capabilities

Page 11 / 19
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Critical
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High

37
Medium

32
Low

| BB - SA 90

158 Achievements
Pentera accomplished 158 achievements in total. Every achievement represents a discrete successful action
performed by Pentera.

(Listing 34 of 34 items).

Severity Details

10
Severity

(1) Created Domain Admin user
An attacker may create a user with domain admin privileges in order to persist his existence in the network. It is
recommended to monitor activity in privileged user groups and keep track of any changes in privileged users
especially when adding a new domain admin.

9.8
Severity

(1) Exploited CVE-2019-19781 on Citrix ADC server
By exploiting this vulnerability, an unauthenticated attacker could execute arbitrary code remotely as high privileged
user via a directory traversal vulnerability.

9.4
Severity

(10) Gathered valuable information from host
An attacker might find sensitive information and credentials on the host that might help in further attacks

9.0
Severity

(1) Validated domain credentials
An attacker may abuse the domain credentials to login to hosts and gather information about the users and possibly
take-over the host and escalate his attack.

8.1
Severity

(1) Obtained user’s cleartext password
An attacker might capture user's cleartext password and use it to login into hosts or services, which may lead to
sensitive data theft or manipulation, and possibly to a complete take-over of the hosts or services.

7.9
Severity

(2) Found identical local user accounts with privileged remote code execution
capabilities on several hosts
An attacker might get a foothold in the network and grab the local passwords from the host, then try and expand his
control over the network by moving to other hosts, using the same password he extracted.

7.5
Severity

(4) Cracked user hash using GPU
An attacker might capture user password hashes during his attack, then try and crack them using various hash
cracking tools. The purpose will be to gather as many user credentials as possible to escalate his attack, take-over
hosts in the network and possibly learn the password policy of the organization.

7.2
Severity

(1) Executed code remotely on the host

7.1
Severity

(17) Found a user with privileged RCE capabilities
An attacker might use gathered credentials from breached hosts to move laterally across the network.

6.4
Severity

(1) Detected ASP.NET deserializable object
An attacker can exploit the improper usage of ASP.NET deserialization libraries and methods to inject malicious
objects and potentially achieve RCE capabilities

6.4
Severity

(2) Detected Java deserializable object
An attacker can exploit the improper usage of Java deserialization libraries and methods to inject malicious objects
and potentially achieve RCE capabilities

Page 11 / 19

20
Critical

69
High

37
Medium

32
Low

Achievements

Internal Attack Surface – Key Findings
Attack Vectors

| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Congratulations! Pentera wasn’t able to take over your accounts and credentials

Sniffing
Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
Cracked 4 out of 25 passwords: 4 easy

Medium

Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

INTERNAL ATTACK SURFACE - KEY FINDINGS
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| BB - SA 90

Detailed Report
59 Vulnerabilities
Pentera identified a total of 59 vulnerability occurrences across 4 severity levels

Listing 24 of 24 items.

#1
Remediation

Priority ¹

4.7
Severity

Host can be forced to authenticate by a rogue server
1 occurrences

In cases where the DNS server fails in name resolution queries, the LLMNR, NetBIOS-NS and mDNS services attempt to resolve them. Since
those are a broadcast protocols, anyone can respond to the query. An attacker may refer the request to a machine in his control using a man-
in-the-middle attack, And obtain sensitive data such as username and password hash.

PENTERA.LAB

#2
Remediation

Priority ¹

5.8
Severity

SMB server on endpoint does not validate clients
1 occurrences

PENTERA.LAB

#3
Remediation

Priority ¹

9.8
Severity

CVE-2019-19781
1 occurrences

An attacker might look for vulnerable applications in the organizational network. By exploiting this vulnerability, an unauthenticated attacker
could execute arbitrary code remotely via a directory traversal vulnerability.

192.168.90.50

#4
Remediation

Priority ¹

1.0
Severity

SMB message signing is disabled
11 occurrences

An attacker could abuse the unsigned SMB servers to relay NTLM challenges from other hosts and gain shell access.

192.168.90.34 (WIN10D.PENTERA.LAB) 192.168.90.5 (CRM2016.PENTERA.LAB) 192.168.90.8 (FILE2012.PENTERA.LAB)

192.168.90.40
(WIN10MCKAFEE.PENTERA.LAB)

192.168.90.33 (WIN10G.PENTERA.LAB) 192.168.90.7 (CA.PENTERA.LAB)

192.168.90.35 (WIN10C.PENTERA.LAB) 192.168.90.12 (PRTG.PENTERA.LAB) 192.168.90.32 (WIN10H.PENTERA.LAB)

192.168.90.30 (WIN10A.PENTERA.LAB) 192.168.90.41 (AVTEST.PENTERA.LAB)

¹ Remediation priority recommendations factor in the number of hosts affected by a vulnerability, the number and severity of achievements
caused by it, and whether the vulnerability provided access to your Critical Assets, as configured in Pentera.

Page 6 / 19
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351802 Accessible Shared Files
Pentera was able to gain access to 351802 files, 101290 folders, over 1 shares

Shares with Anonymous User access

0
Folders

0
Files

Shares with Domain User access

101290
Folders

351802
Files

1 Open Shares With Domain User Access

Host Share Details

WIN10B C$ Contains 101290 folders and 351802 files.

Page 4 / 19

Accessible Shared Files

Open Shares with Domain User Access

Vulnerabilities

| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card
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Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
Cracked 4 out of 25 passwords: 4 easy

Medium

Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

VULNERABILITY PRIORITIZATION
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Identity Strength

Cracked Passwords

| Tanya Zhok- BB - Customer Demo

Credentials & Passwords

16  Compromised Accounts¹
Pentera 'obtained access' to 1 privileged accounts out of 16 using 2 techniques, 1 accounts are critical assets.

¹ Refers to the state when Pentera was able to access an account’s plaintext password, password hash (that can be used without cracking) or credentials
successfully used in a relay attack.

 5 Passwords Cracked
29% of your passwords were cracked in under 30 minutes, a total of 5 accounts were cracked by Pentera in 1 hours.

Compromised Accounts Table
(Listing 15 of 15 items).

Username Type Obtained Password Cracking Difficulty Host / Domain Name

administrator Local User PasswordSpray 192.168.80.12

administrator Local User PasswordSpray 192.168.80.29

administrator Local User Exploit 192.168.80.33

administrator Local User PasswordSpray 192.168.80.34

administrator Local User PasswordSpray 192.168.80.40

Page 5 / 22

Privileged Account Distribution

15 Non-privileged (94%) 1 Privileged (6%)

6%
(1/16)

Obtaining Techniques

Non-privileged Privileged

Cracking Success Rate

31%
5/16

Cracking Difficulty

Non-privileged Users:    trivial easy medium strong privileged users

| ADPA with CE

Leaked Credentials

48
Users Compromised by the Leaked Data

Active Directory users that Pentera was able to compromise using the
leaked data.

1,186
Total Leaked Data

Leaked data entries associated with your organization gathered from
third parties, the darknet, and other sources.

Identity Exposure Breakdown

Valid username-password pairs
The number of Active Directory users whose credentials are fully
exposed.

Credentials

48

Valid Unpaired Passwords
The number of Active Directory users whose password matches a leaked
password.

Cleartext passwords Hashed passwords

Identity Exposure Trend

Total number of users compromised by exposed credentials Results over the past 7 tests

Page 6 / 18

| ADPA with CE

6.7
Severity

Password can be cracked using a custom dictionary and low GPU
effort
32 occurrences

Many password cracking tools rely on dictionary rulesets, so it is important to avoid common passwords (such as Aa123456 or P@ssw0rd) and
regular, unmodified dictionary terms. Inserting intentional, idiosyncratic misspellings or using acronyms is the recommended best practice.
You can enhance Pentera's cracking abilities by uploading a custom wordlist to Pentera's Custom Dictionary and retest to uncover passwords
that could be predicted or guessed by attackers who invest in social engineering techniques and are familiar with their targets.

leaked email: stone@blackstone.com leaked email:
Koffler@blackstone.com

leaked email: brownc@blackstone.com

leaked email:
mary.jor@blackstone.com

koffler young.kim

mindi.newman leaked email:
axel.herberg@blackstone.com

leaked email: reid@blackstone.com

saurabh.dhoble leaked email:
david.riddell@blackstone.com

leaked email: Menon@blackstone.com

leaked email: kuroda@blackstone.com leaked email: moy@blackstone.com welanetz

leaked email:
Lauinger@blackstone.com

leaked email:
Young.Kim@blackstone.com

sanderson

leaked email: bandak@blackstone.com moy cartert

leaked email:
pokhriyal@blackstone.com

danielle.desatnik leaked email:
desatnik@blackstone.com

leaked email:
Danielle.Desatnik@Blackstone.com

leaked email:
zachary.zwarenstein@blackstone.com

leaked email: Deck@blackstone.com

leaked email:
bronwen.baumgardner@blackstone.com

leaked email: naer@blackstone.com leaked email: duff@blackstone.com

mary.jor leaked email:
cartert@blackstone.com

6.2
Severity

Password can be cracked leveraging leaked username and medium
GPU effort
21 occurrences

Attackers can leverage leaked usernames found or sold on the darknet to gain initial access into the organization. Leaked usernames pose a
risk because they can be leveraged in dictionary attacks and enhance password cracking techniques.

leaked email:
william.swank@blackstone.com

leaked email:
matt.rickard@blackstone.com

leaked email:
chris.an@blackstone.com

leaked email:
javier.alvarez@blackstone.com

leaked email:
jennie.shapira@blackstone.com

leaked email:
jacob.bayer@blackstone.com

leaked email:
matthew.skurbe@blackstone.com

leaked email:
henry.kober@blackstone.com

leaked email:
dakota.szabo@blackstone.com

leaked email:
desikan@blackstone.com

leaked email: dowd@blackstone.com leaked email:
lucas.kollmann@blackstone.com

leaked email:
david.ugalde@blackstone.com

leaked email:
manhao.tang@blackstone.com

leaked email:
andriy.noble@blackstone.com

leaked email:
tiffany.milano@blackstone.com

leaked email:
ritwik.lodhiya@blackstone.com

leaked email:
scott.sacci@blackstone.com

leaked email: duff@blackstone.com leaked email:
juan.piedra@blackstone.com

leaked email:
cederqvist@blackstone.com
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| ADPA with CE

4.7
Severity

Password can be cracked using a custom dictionary and high GPU
effort
3 occurrences

Many password cracking tools rely on dictionary rulesets, so it is important to avoid common passwords (such as Aa123456 or P@ssw0rd) and
regular, unmodified dictionary terms. Inserting intentional, idiosyncratic misspellings or using acronyms is the recommended best practice.
You can enhance Pentera's cracking abilities by uploading a custom wordlist to Pentera's Custom Dictionary and retest to uncover passwords
that could be predicted or guessed by attackers who invest in social engineering techniques and are familiar with their targets.

leaked email:
elizabeth.meriwether@blackstone.com

monty anna.makris

4.5
Severity

Several non-admin users are reusing passwords
46 occurrences

Users with identical password hash were identified, meaning passwords are being reused within the organization. Usually this occurs where
one person uses several accounts all with identical passwords

eldende poppypo eloise mi

wilhelmina gr isaiahro sigal

kerricr billyma rubeusha

bellatrixle noelho albusdu

silvanus ke caseadpa gilderoylo

budpi septima ve albusse

pomonasp aberforth du irmapi

griphook adolphas argusfi

gellert gr dracoma remuslu

dobby chuckza severussn

isabelgi cuthbert bi pentera_1234567890

narcissama hedwig charity bu

alastormo anna.makris culliemo

rollandag sapphirasa rolanda ho

quirinusqu bettyeki sybilltr

nitawa

2.5
Severity

Password age permitted is too long
1 occurrences

HOGWARTS.LAB

2.3
Severity

Discovered closed ports on the host
1 occurrences

Discovered closed port on the host (reachable without firewalling).

192.168.20.2 (DC.HOGWARTS.LAB)
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matt.***@******.com

jennie.***@******.com jacob.***@******.com

chris.***@******.comwilliam.***@******.com

javier.***@******.com

elizabeth.***@******.com
*** ***

Identity Strength
Cracked Passwords

Leaked Credentials

| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Congratulations! Pentera wasn’t able to take over your accounts and credentials

Sniffing
Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
Cracked 4 out of 25 passwords: 4 easy

Medium

Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

IDENTITY STRENGTH
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| ADPA with CE

4.7
Severity

Password can be cracked using a custom dictionary and high GPU
effort
3 occurrences

Many password cracking tools rely on dictionary rulesets, so it is important to avoid common passwords (such as Aa123456 or P@ssw0rd) and
regular, unmodified dictionary terms. Inserting intentional, idiosyncratic misspellings or using acronyms is the recommended best practice.
You can enhance Pentera's cracking abilities by uploading a custom wordlist to Pentera's Custom Dictionary and retest to uncover passwords
that could be predicted or guessed by attackers who invest in social engineering techniques and are familiar with their targets.

leaked email:
elizabeth.meriwether@blackstone.com

monty anna.makris

4.5
Severity

Several non-admin users are reusing passwords
46 occurrences

Users with identical password hash were identified, meaning passwords are being reused within the organization. Usually this occurs where
one person uses several accounts all with identical passwords

eldende poppypo eloise mi

wilhelmina gr isaiahro sigal

kerricr billyma rubeusha

bellatrixle noelho albusdu

silvanus ke caseadpa gilderoylo

budpi septima ve albusse

pomonasp aberforth du irmapi

griphook adolphas argusfi

gellert gr dracoma remuslu

dobby chuckza severussn

isabelgi cuthbert bi pentera_1234567890

narcissama hedwig charity bu

alastormo anna.makris culliemo

rollandag sapphirasa rolanda ho

quirinusqu bettyeki sybilltr

nitawa

2.5
Severity

Password age permitted is too long
1 occurrences

HOGWARTS.LAB

2.3
Severity

Discovered closed ports on the host
1 occurrences

Discovered closed port on the host (reachable without firewalling).

192.168.20.2 (DC.HOGWARTS.LAB)
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| Ransom - Anders - Lockbit

Introduction
Ransomware Emulation aims to help your organization prepare to
withstand against the most damaging cyber attacks known today. The
test executes an end-to-end attack flow of a well-known ransomware
campaign, built to mirror the attack as observed in the wild. The goal of
the test is to validate the antivirus and endpoint detection and response
tools deployed in your network.

Original Point of Entry

Following the assume breach approach, the test emulates the ransomware
attack sequence that follows once attackers have breached your perimeter.
Experience has shown that defenders must assume attackers will find a way
in.
To be prepared, your endpoint security solutions must validate their ability to
block ransomware attacks that are already underway in your network.

Double-Exploitation: Encryption & Data Theft

The test checks for both aspects of ransomware attacks: data encryption and
data exfiltration.
Most ransomware attacks involve double-exploitation: ransom is demanded
for the decryption keys alongside the threat to release or auction off stolen
data if the ransom is not paid.

Validate Your Defenses

The test validates that your endpoint security solutions are able to block the
ransomware in its tracks. The test runs across your entire network to stress-
test as many servers and workstations in your target network as possible. The
test identifies any endpoints that failed to block the attack and indicates
exactly which stages of the ransomware attack were carried out and which
were blocked.

Interpreting Your Results

Consider the test a success either way. If the ransomware attack was blocked,
Pentera has validated your defenses. If Pentera uncovered devices
susceptible to ransomware attacks, your team now has the data and tools
they need to continuously improve security and retest.

Page 1 / 14

| Ransom - Anders - Lockbit

Executive Summary Canceled

Testing Results for 2 Targeted Hosts

AV / EDR Bypass
0 Hosts
Encrypted files while
bypassing endpoint
security controls

Ransomware Completed
0 Hosts
Performed all campaign-
related actions

Ransomware Interrupted
0 Hosts
Interrupted by security
controls or network
connectivity issues

Found No Files To Encrypt
1 Hosts
Targeted standard user-
related files

Resilience Score over Last 1 Runs

Action Success Rate 55% (6 of 11)

Payload Launch 55%

File Enumeration 0%

Process Manipulation 0%

Encryption 0%

Data Exfiltration 0%

Host Modification 0%

Candidates - Live hosts found to be suitable for ransomware emulation. May require user approval to execute the attack.
Targeted Hosts - Hosts tested against the ransomware emulation kill chain following automatic/user approval.

Page 3 / 14

Percentage of hosts that proved
resilient to ransomware. Excludes
hosts with no files to test

Type LockBit Ransomware Emulation
Time Jan 05 2023 11:55 - Jan 05 2023 12:09

Test Name Ransom - Anders - Lockbit
Description ransom

IP ranges 1

Data Exfiltration to Designated C2

Targeted Hosts of Testing Candidates* 100% (2 of 2)

Resi l ience
Score

100%

| Ransom - Anders - Lockbit

Executive Summary Canceled

Testing Results for 2 Targeted Hosts

AV / EDR Bypass
0 Hosts
Encrypted files while
bypassing endpoint
security controls

Ransomware Completed
0 Hosts
Performed all campaign-
related actions

Ransomware Interrupted
0 Hosts
Interrupted by security
controls or network
connectivity issues

Found No Files To Encrypt
1 Hosts
Targeted standard user-
related files

Resilience Score over Last 1 Runs

Action Success Rate 55% (6 of 11)

Payload Launch 55%

File Enumeration 0%

Process Manipulation 0%

Encryption 0%

Data Exfiltration 0%

Host Modification 0%

Candidates - Live hosts found to be suitable for ransomware emulation. May require user approval to execute the attack.
Targeted Hosts - Hosts tested against the ransomware emulation kill chain following automatic/user approval.

Page 3 / 14

Percentage of hosts that proved
resilient to ransomware. Excludes
hosts with no files to test

Type LockBit Ransomware Emulation
Time Jan 05 2023 11:55 - Jan 05 2023 12:09

Test Name Ransom - Anders - Lockbit
Description ransom

IP ranges 1

Data Exfiltration to Designated C2

Targeted Hosts of Testing Candidates* 100% (2 of 2)

Resi l ience
Score

100%

65 Hosts 60 Hosts 15 Hosts 5 Hosts

100%

100%

100%

100%

Ransomware Readiness

Action Success Rate

| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Congratulations! Pentera wasn’t able to take over your accounts and credentials

Sniffing
Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
Cracked 4 out of 25 passwords: 4 easy

Medium

Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

RANSOMWARE READINESS

9

2023

20042023

2023



|

MITRE ATT&CK Matrix for Enterprise - Heat Map (2 of 2)

Page 19 / 22

Credential Access Discovery Lateral Movement Collection Command and Control Exfiltration Impact

Adversary-in-the-
Middle

T1557

LLMNR/NBT-NS
Poisoning and SM…

T1557.001

Network Sniffing

T1040

Forced
Authentication

T1187

Credential Dumping

T1003

Security Account
Manager

T1003.002

LSASS Memory

T1003.001

Credentials from
Password Stores

T1555

Credentials from
Web Browsers

T1555.003

Steal or Forge
Kerberos Tickets

T1558

Brute Force

T1110

Unsecured
Credentials

T1552

Remote System
Discovery

T1018

System Information
Discovery

T1082

Network Service
Scanning

T1046

Network Share
Discovery

T1135

Network Sniffing

T1040

Cloud Service
Discovery

T1526

Gather Victim
Identity Information

T1589

File and Directory
Discovery

T1083

System Owner/User
Discovery

T1033

Permission Groups
Discovery

T1069

Password Policy
Discovery

T1201

Query Registry

T1012

Remote Services

T1021

Remote Desktop
Protocol

T1021.001

Distributed
Component Objec…

T1021.003

Windows Remote
Management

T1021.006

SMB/Windows
Admin Shares

T1021.002

Exploitation of
Remote Services

T1210

Taint Shared Content

T1080

Data from Network
Shared Drive

T1039

Data from Local
System

T1005

Application Layer
Protocol

T1071

Web Protocols

T1071.001

File Transfer
Protocols

T1071.002

Standard Non-
Application Layer…

T1095

Remote File Copy

T1105

Automated
Exfiltration

T1020

Exfiltration Over
Alternative…

T1048

Exfiltration Over
Unencrypted/Obf…

T1048.003

MITRE ATT&CK Heat Map

| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Congratulations! Pentera wasn’t able to take over your accounts and credentials

Sniffing
Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
Cracked 4 out of 25 passwords: 4 easy

Medium

Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

MITRE ATT&CK HEAT MAP
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| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Congratulations! Pentera wasn’t able to take over your accounts and credentials

Sniffing
Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
Cracked 4 out of 25 passwords: 4 easy

Medium

Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

Remediation Wiki
Name Resolution Protocols (LLMNR/NBNS/
mDNS)

MITRE
LLMNR/NBT-NS Poisoning and Relay (T1171)

Insight
LLMNR (Link-Local Multicast Name Resolution), NBNS (Netbios Name Service) and mDNS (Multicast Domain Name Service) are
Microsoft Windows protocols which serve as alternate methods of Name Resolution. If a machine tries to resolve a particular
host, but DNS resolution fails, the machine will then attempt to ask all other machines on the local network for the correct
address via LLMNR, NBNS or mDNS. Since this operation is performed using broadcast or multicast queries with no means of
validation, it is susceptible to malicious answers distributed by an attacker, effectively poisoning the network.

Impact
An attacker can listen on a network for these LLMNR (UDP/5355) or NBNS (UDP/137) broadcasts and respond to them,
pretending that the location of the requested host is at the attacker’s machine.

Let’s look at an example in the diagram below:

1. The victim machine wants to go the print server at \\ftpserver, but mistakenly types in \\frpserver
2. The DNS server responds to the victim that no dns record was found
3. The victim turn to the network and asks by using LLMNR or NBNS if there is anyone knows the location of \\pntserver
4. The attacker responds to the victim that \\pntserver is his own IP address
5. The victim believes the attacker and starts a session with him
6. The attacker asks the victim to authenticate
7. The client sends its credentials (NTLMv1 / NTLMv2)
8. The attacker can now crack the hash to discover the password

Recommendations
Disable the protocols: mDNS, LLMNR, and NBNS.

Name Resolution Protocols (LLMNR/NBNS/mDNS) Page 1 of 5

C O P Y R I G H T  A N D  P R O P R I E T A R Y  C O N F I D E N T I A L  I N F O R M A T I O N  O F  P E N T E R A ®  L T D .  2 0 2 1

Remediation Wiki
Name Resolution Protocols (LLMNR/NBNS/mDNS)

MITRE

Impact

Insight

Recommendations

| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Congratulations! Pentera wasn’t able to take over your accounts and credentials

Sniffing
Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
Cracked 4 out of 25 passwords: 4 easy

Medium

Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

REMEDIATION WIKI
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| BB - SA 90

Executive Summary Canceled

Cyber Resilience Score & Settings

Name: BB - SA 90

Description: BB - SA 90

Type: Penetration Testing (Black Box)

Time & Duration: Jul 07 2022 12:02 - Jul 07 2022 14:30,  02:28

Included IP Range(s): 192.168.90.0 - 192.168.90.9, 192.... 2 Ranges

Action Approval Score: 1 / 152 - 0%

User Input: 1 - IP Range(s)

Resilience Score Over Last 8 Tasks

Resilience Score Card

Critical Assets
Congratulations! Pentera wasn’t able to compromise any critical assets in your network

Credentials and Account Takeover
Congratulations! Pentera wasn’t able to take over your accounts and credentials

Sniffing
Sniffed 1 credentials and performed 13 relay attacks

Medium

Password Strength
Cracked 4 out of 25 passwords: 4 easy

Medium

Lateral Movement
Congratulations! Pentera wasn’t able to perform lateral movement in your network

Accessible Data
Gained access to 351802 File(s) and 10 Hosts (with complete access)

Critical

Host Takeover
Pentera was able to ‘take over’¹ 10 out of 20 hosts (50%): 5 Windows Workstation(s), 4 Windows
Server(s) and 1 Unix/Linux host(s)

Critical

AV/EDR Bypass
Congratulations! Pentera wasn’t able to bypass your Antivirus/EDR solutions

High

152 Total Action Approvals 1013 Total Actions

¹Gain complete access to a host's hardware, software and files. Page 1 / 19

Resi l ience
Score

C+

1 Approved (1%) 151 Not Approved (99%) 420 Successful (42%) 593 No-results (58%)

Disable mDNS

There is a mDNSResponder.exe process that belongs to the Bonjour Service in Windows, which is Apple’s “Zero
Configuration Networking” application, typically installed automatically by iTunes, Skype and others. It can be disabled by using
GPO.

Disable LLMNR via GPO

1. Create a new GPO record for all computers in the environment.
2. Navigate to Local Computer Policy / Computer Configuration / Administrative Templates / Network / DNS Client.
3. Set Turn Off Multicast Name Resolution to Enabled.

Disable NBNS in a DHCP environment

1. Go to DHCP Management
2. Go to "scope options" for the network you are changing
3. Right click and Configure Options
4. Select Advanced tab and change "Vendor class" to "Microsoft Options"
5. In the "Available Options" frame, select and check the box "001 Microsoft Disable Netbios Option"
6. In the "Data Entry" frame, change the data entry to 0x2
7. Click "OK". The new settings will take affect when the clients renew their addresses.

Disable NBNS on a single host

1. Open the Control Panel > Network and Sharing Center.
2. Select Change adapter settings.
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